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Disclaimer

e It's all for learning and sharing the experience
e Guide through safely security assessment

e All events portrayed next are purely fictional

e No facilites were harmed
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Ruleset #0 |

e Know your enviroment before exe any attac.ks
* In most cases network attack is a Idea
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History Time
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1st Industrial Revolution

1760-1870 11




1st Industrial Revolution

= Children can no
longer work in
factories

= Children can no
longer work full

time
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have to go make a call.

1760-1870
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1947-Present
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3rd Industrial Revolution

SAFETY FIRST

microelectronics group A replica of
invented
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Internet of Things
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https://tektelic.com/what-it-is/industry-4-0/
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Security
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| guess we doin
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Case study #1 - ICS Services

"I've seen things you people
wouldn't believe. Gopher,
Netscape with frames, the first
Browser Wars. Searching for
pages with AltaVista, pop-up
windows self-replicating, trying
to uninstall RealPlayer. All those
moments will be lost in time, like
tears in rain. Time to die.”
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Case study #1 - ICS Services

"I've seen things you people
wouldn't believe. Gopher,
Netscape with frames, the first
Browser Wars. Searching for
pages with AltaVista, pop-up
windows self-replicating, trying
to uninstall RealPlayer. All those
moments will be lost in time, like
tears in rain. Time to die."

. '

Personal

©2002 Borland Software Corporation

import socket

socked_fd = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
socked_fd.connect(('192.168.1.128"', 5555))
socked_fd.send(b'\x41")
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SCANNING




Ruleset #1

e All actions on a testbed first

e ARP/ICMP scan after

e TCP connect scan is always better than SYN scan
e Blind scan for only known ports (ssh, smb, rdp etc.)
e Don't even think about -sV
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Case study #2.2 - Networks

PING 192.168.
ping: sendto:
ping: sendto:

64 bytes from
64 bytes from
64 bytes from
64 bytes from

p1ng

2.254 (192.168.2.254): 56
No route to host
No route to host
Request timeout for icmp _seq ©
Request timeout for icmp _seq 1

192.

192 .
L9l ,

192

168.2.254:
168.2.254:
168.2.254;
c A8 & AL 20

icmp_seq=2
icmp_seq=3
icmp_seq=4
icmp_seq=5

E R

192 168.2.

254

data bytes

tt1=128
tt1=128
tt1=128
tt1l=128

time=0.608
time=0.431
time=0.608
time=0.773

ms
ms
ms
ms
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Case study #2.2 - Networks

PING 192.
ping: send
ping: senc
Request ti
Request t1

64 bytes
64 bytes
64 bytes
64 bytes

W N TR e

1 Damn,

live ||ke this?
Tfﬁ;*‘ff”&

W N TR e W

ms
ms
ms
ms
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Case study #2.2 - Networks

Otherwise...
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Ruleset #2

e Make sure it really works before anything
e Collect all network information first
e Do uremember that network attacks is a bad idea?
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Case study #3 - Radio
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Case study #3 - Radio

“/ ADS-B COMM

Automatic Dependent Surveillance - Broadcast
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Case study #3 - Radio
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Ruleset #3

e Always remember you are not alone there
e Radio may be more unpredictible than networks
* Make all tests with radio in the isolated area

40



CIA

Corporate . ICS




Case study #4 - HW

42



Case study #4 - HW




Case study #4 - HW

44



Case study #4 - HW




Case stuc
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Case study #4 - HW

Without galvanic isolation
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Without galvanic isolation
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Case study #4 - HW

MouyeMy ybusatoT cMapTdoHbl B BaHHe? https://habr.com/ru/articles/556036/

Y-Capacitor
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Ruleset #4
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Ruleset #4

e Unplug your laptop during anytype of debugging (just
In case)
e Use standalone Isolation transformer
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Conclusion

e Just follow the rules

Let’s perform
Pentest for ICS
-
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